Win10 Assign Drive Letter to Folder
https://duckduckgo.com/?q=win10+assign+drive+letter+to+folder&t=ffab&ia=web
Ha! My situation is complicated by the "name of this computer" (ACER074) and the hardware name of the hard drive (Toshiba), coupled with the brand name and hence the computer name of my previous computer (TOSHIBA). Be on guard.
https://helpdeskgeek.com/how-to/assign-drive-letters-to-folders-in-windows/
SUBST, PSUBST, and "Visual Subst". I have been using the SUBST command for twenty years now, and with each new version of Windows file searches (Explore, File Open, etc.) get slower and slower.

https://www.windowscentral.com/how-assign-permanent-drive-letter-windows-10
… in Windows 10, you can do this in at least three different ways, using Disk Management, Command Prompt, or PowerShell.
But note that this is assigning letters to drives, not drive letters to folders.
https://technastic.com/assign-change-drive-letter-windows-10-file-explorer/
But note that this is assigning letters to drives, not drive letters to folders.

https://www.tenforums.com/tutorials/142868-mount-drive-folder-windows-10-a.html
Option One: Mount Drive with Drive Letter to Folder in Disk Management

AT THIS STAGE I REALIZE THAT I CANNOT DO THIS ON AN ENCRYPTED FOLDER. So I create a folder on C: and essay with that folder. I have little success so postpone this for another day.
Option Two: Mount Unallocated Drive without Drive Letter to Folder in Disk Management

Option Three: Mount Drive with Drive Letter to Folder in Command Prompt

Option Four: Mount Drive with Drive Letter to Folder in Settings

Option Five: Unmount Drive from Folder by Permanently Deleting Folder

Option Six: Unmount Drive from Folder in Disk Management

Option Seven: Unmount Drive from Folder in Settings

Tuesday, February 09, 2021

Correct Forum?

Should I be able, from a command prompt, to assign a drive letter to an existing folder on an opened Veracrypted partition?

Acer laptop (4GB RAM), Win10(Pro)-2004 build 19041.746; Veracrypt 1.24-Update 6 (64bit).
For twenty years I have used the DOS SUBST command to assign drive letters to my commonly-used folders. I am now of the opinion that SUBST is slowing down folder and file searches in File Explorer, application File, Open menus and the like. It is time for change.

I switched from TrueCrypt to Veracrypt about five years ago.

I have done a quick search of these Forums, the Documentation,  and the FAQ for "folder" and have not found an answer to this question, so here goes:-

(1) Two lines from my Fakes.BAT, executed from an AutoExec.bat
:: fake drive for STAIN
subst S: "T:\Greaves\Products\USER\Stain"

(2) My Veracrypted partition is assigned the drive letter "T", so while I am working on my project "Stain", I can refer to its folder with the drive letter "S".
(3) When I have completed the Stain project I will edit my Fakes.BAT and disable this SUBST command.
(4) I believe that I should be able to use something along the lines of "Net Share" or "Net Use" to replace the SUBST command, but so far have not been able to accomplish this.
(5) Web pages send me into Disk Management and while they urge me to assign a drive letter to a new empty folder, they do not suggest assigning a drive letter to an existing folder.
(6) Worse, I cannot see my mounted partition T: in the list of disks, although I am able to use Robocopy to backup my data drive T: each night. And, of course, use it during the day.
My first question is quite basic:-
Should I be able, from a command prompt, to assign a drive letter to an existing folder on an opened Veracrypted partition?
If the answer is no, then I am barking up the wrong tree.

If the answer is yes, then I'd appreciate some sort of pointer to a web page with instructions.

Thanks in advance

Chris
Tuesday, February 09, 2021

Adrian Kentleton
> If you are asking, is there a Veracrypt command to assign a drive letter to a folder on a mounted VC volume, the answer is 'no'.

You can associate a drive letter to a folder on a mounted VC volume using net use eg net use S: \\YourPCName\SharenameGivenToSharedFolderOnVolume, but shares on mounted VC volumes do not persist over restarts (they do over remounts), so would have to be recreated after any remount after a restart (which is easy to do in a batch file).

You could use eg set S:=T:\Greaves\Products\USER\Stain\, or some variation thereof (eg without colon, without trailing slash).

But whether any of these would be quicker than subst, only running some tests would tell.

Wednesday, February 10, 2021

Adrian, thanks for this recent reply.
I was not asking of Veracrypt could assign drive letters to folders, although I do want to assign drive letters, just not with the old DOS SUBST command.

I wrote " If the answer is yes, then I'd appreciate some sort of pointer to a web page with instructions." And you have done just that! Thank You!

I now have a batch file NetUse.BAT which harbours the Net Use command and incorporates a loop that waits until the so-called persistent share is available. The batch file needs some tweaking and I will post it here as a wrap-up within a week.

As for speed, there is no doubt in my mind. SUBST is the villain. It worked well back in 1983(evil grin), but that level of DOS is probably buried beneath several strata of interface shells, so that each attempt to sort a column in File Explorer took up to a minute, with a green status bar blossoming across the top of the window.

That infuriating delay has now gone (with Net Use) and I can click on any column heading and see the data properly sorted in any sequence. I anticipate that File, Open dialogue boxes and the like will be visibly faster.

I have no plans to run tests here; the speed up is quite obvious.

Back in July I had had issues with the Veracrypted drive, related I think to the Windows RoboCopy.exe or the PiriForm Defraggler. The issue(s) was resolved with a setting; my notes read " You CAN decrypt a VeraCrypt volume if you set the option in Settings > Preferences > More Settings... > Performance / Driver configuration (may need to restart to defragment". This was the fear behind my asking about mapping drives in this excellent VeraCrypt forum.
Again, thank you. This delay (with SUBST) has been annoying me for several years now, and I am happy that it is gone, but  for the cosmetic tweaks.

Cheers

Chris
Thursday, February 11, 2021

The NetUse batch file works, but I have a proliferation of shares, and a vital one is not persistent.
A r/c on C: shows no apparent shares at all.

A r/c on T shows what appears to be a volume name of 20210201. I delete this field from the text box in the general tab. A reload of explorer shows that the "T" is gone.
I run into dead ends, so reboot to see if that clears things up. It does to the extent that after r/c Disconnect on four or five fake drives AND a reboot, those unmapped drives disappear from File Explorer.
I have renamed the computer "This PC" as "AT" which is my mnemonic for "Acer074" with a 'Toshiba drive". By coincidence my Veracrypted data partition will be drive T:.

Now I want to make a drive share name persistent across reboots. Specifically I would like a share name "T" (which I had before) to be, after a reboot, immediately available to my NetUse.bat file.

How to share a data partition (my drive T) that persists after reboot?

https://websiteforstudents.com/create-shares-everyone-full-access-windows-10-server/ suggests a method which I follow.
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I now have a computer named "AT" and a shared partition named "T". Let us reboot and see if the shared drive persists. I note with interest that although this dialogue box shows, and continues to show "AT" and "T", these show up as "At" and "t" is at least one dialogue box.
After the reboot, "T" shows up, but is not  shared.
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I r/c and set permissions on T, Apply, and Conform out of all dialogue boxes.
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I change the offline settings in the faint hope that this might trigger some action. I check ON optimize because, after all, I felt that the DOS SUBST was a bottleneck.
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https://social.technet.microsoft.com/Forums/windows/en-US/80ffb38e-1414-4fd1-8cf9-8999aa01c878/auto-reconnect-mapped-network-drive suggests "reconnect at login" and I end up assigning a drive letter S: to my Stain project on drive T:, shared as \\At\t. Sure enough S: shows up in Explorerer. Let's see if it shows up after a reboot.
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The mapping shows up but fails because ???
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A r/c on the folder T:\Greaves\Products\User\Stain shows that its shared name is "Stain" and that everytone has full access to it, yet …
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So I click on Diagnose and …
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I did not type "t". "t" was obtained autmatically by the troubleshooter. But how can I mistype "t" anyway?
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I drop to a command promot and try from there:-

(1) The local device (is this S: ?) is already in use – but not useable by me

(2) I can delete the S: mapping succesfully (so it was there)

(3) After more than the recommended five seconds delay, I still can not map to drive S:
Thursday, February 11, 2021

How can I make "Permissions" stick on a shared drive on a Win10 laptop?

The problem as I see it is that my boot-time batch file works only after I have manually intervened to reset permissions on the shared T which is assigned to T: which is my VeraCrypt partition (after decryption)
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The image above shows my manipulation to check ON full permission on the share "T" to Everyone. Yes, Everyone is risky, but until I can get this to work I'll be lenient)
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Once the permissions are re-issued manually at reboot time, the batch file runs quite happily. In the image above I have made three fake drives S:, V:, and W: that save me time by giving me speedy access to lengthy folder trees.
Friday, February 12, 2021

A stripped-down boot sequence:-
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My user account has Administrator privileges. I believe that this means that after the laptop boot sequence has recognized me as the user "Chris074", that as that user., whatever I run ought to be running with Administrator privileges, also known as "an elevated command prompt", in particular for my AutoExec.bat file.
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:: Autoxec.bat held in C:\Users\Chris@74\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
Mount the encrypted drive

if not exist T: "C:\Program Files\VeraCrypt\VeraCrypt.exe” /q /1 T /v \Device\Harddiskl\Partitiond

:: Grant Permissions to the share "T" https://eileenslounge.com/viewtopic.php?

NET SHARE T-T: /GRANT:Everyone,FULL

timeout /T 5
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net use S: /DELETE
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I have stripped my AutoExec.bat to the bare minimum:-

(1) Running, I believe, as Chris074 - Administrator

(2) I mount the encrypted drive and assign the drive letter T:

(3) I Assign the drive T: the share identifier "T", and grant full privileges to Everyone. I understand Everyone to include me, Chris074.

(4) I wait five seconds, for I have seen this recommended in many web pages.

(5) I am not happy with a five-second imposed delay, but let's get this working, and then fine-tune it. I spend much more than five seconds each session by navigating into a folder tree rather than making use of a temporary drive letter.

(6) I delete the shortcut drive letter if it exists. There are faster ways (* /Delete) to do this, but let's get this working, and then fine-tune it.
(7) I assign the shortcut drive letter, including, for now, a request that the assignment be persistent.
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The Net Share fails, presumably because Chris074 Administration privileges do not apply to my Chris074 AutoExec.bat
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The way around this is to move the AutoExec.bat elsewhere on the C: drive, create a shortcut to that batch file, use the "cmd.exe /c" as a preface, and give the shortcut Administrator privileges.
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A reboot seems to run unattended, but there is no sign of my drive S:.

I execute the AutoExec.bat shortcut by double-clicking in Explorer and the batch file appears to run smoothly, and while I cannot see drive S: immediately in Explorer, it shows up some seconds later.

The solution might be to revert to a very simple BAT file in the StartUp folder, which batch file invokes a shortcut to my proper AutoExec.bat which shortcut is pressed to run in Administrator mode.
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There is the UAC dialogue box to navigate – another hurdle to automation in this specific case – but then everything runs smoothly as in the previous image of the command prompt running.

The drive letter "S" is now available as shown my the command prompt switch to S:

However, neither drive S: nor Stain appear as drives in a subsequent visit to Explorer.

I scoot into Control Panel and set UAC to the dangerous minimum, and then reboot:-
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I count this as a success. I have this week's four project folders mapped to appropriate drive letters.

This is not the final solution; I am not happy with my UAC settings, but from this point on I can make gradual improvements to the scheme.

My file access through Explorer, File Open dialogue boxes and so on are measurably improved. A search or re-ordering of files in Explorer used to take thirty seconds, and now happens in a flash.
Friday, February 12, 2021

I have a working reboot system, although it needs a good haircut.

(1) In "C:\Users\Chris074\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup" I have a file "AutoSimple.bat"
set pause=pause
echo This is %0 running
%pause%
:: start "" "C:\Program Files (x86)\Steam\user1.lnk"
start "" "C:\Users\Chris074\AppData\Roaming\Microsoft\Windows\Start Menu\AutoExec.bat - Shortcut.lnk"
%pause%

(2) Two folders up in "C:\Users\Chris074\AppData\Roaming\Microsoft\Windows\Start Menu" I have a file "AutoExec.bat" and a shortcut link to that file.
(3) The file "AutoExec.bat" is a stripped-down version of my normal all-singing all-dancing AutoEexc.bat file.
:: AutoExec.bat held in C:\Users\Chris074\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
set pause=pause
::
Mount the encrypted drive
if not exist T: "C:\Program Files\VeraCrypt\VeraCrypt.exe" /q /l T /v \Device\Harddisk1\Partition4
%pause%
:: Grant Permissions to the share "T"  https://eileenslounge.com/viewtopic.php?p=280748&sid=bb31f06354b6050842d267f1b98c7826#p280748
NET SHARE T=T: /GRANT:Everyone,FULL
%pause%
timeout /T 5
%pause%
:: Mount a shortcut drive "S:" where "S"==="Stain" (application folder)
net use S: /DELETE
%pause%
net use S: \\AT\T\Greaves\Products\USER\Stain /PERSISTENT:YES
%pause%

(4) The assignment of drive S: reports to be working in the AutoExec.bat, but drive S: does not appear in Explorer.
(5) A subsequent run of my Fakes.bat makes all four drives (S:, U:, V: and W:) appear in Explorer.
Thanks to Stuart for getting me over this hurdle and to the Finish Line!
Saturday, February 13, 2021

I now enter a meticulous and laborious phase – that of fine-tuning my system. The sequence works, and there is some doubt about the setting of four of my six fake drives. As well I have lowered UAC. There are pauses and timeouts. In total so many variables any one of which could bring the house crashing down.
I makke a zip file of my current code as a backup and start from there.
Sunday, February 14, 2021

That the boot sequence is easily broken speaks against its success. A boot sequence should be robust. AutoSimple call Autoexec. I will merge the two batch files into a single file, and then place that file in the folder "C:\Users\Chris074\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup" from which I expect it to execute succesfully. If it does not, then I shall execute it from a folder on drive C once the system has booted. Drive C because my boot sequence includes the act of opening drive T throygfh Veracrypt.
AutoSimple.bat

set pause=pause
echo START OF %0
%pause%
:: start "" "C:\Program Files (x86)\Steam\user1.lnk"
start "" "C:\Users\Chris074\AppData\Roaming\Microsoft\Windows\Start Menu\AutoExec.bat - Shortcut.lnk"
echo END OF %0
%pause%

AutoExec.bat

:: AutoExec.bat held in C:\Users\Chris074\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup
set pause=pause
echo START OF %0
%pause
::
Mount the encrypted drive
if not exist T: "C:\Program Files\VeraCrypt\VeraCrypt.exe" /q /l T /v \Device\Harddisk1\Partition4
%pause%
:: Grant Permissions to the share "T"  https://eileenslounge.com/viewtopic.php?p=280748&sid=bb31f06354b6050842d267f1b98c7826#p280748
NET SHARE T=T: /GRANT:Everyone,FULL
%pause%
timeout /T 5
%pause%
CALL T:\BatLap\SetDate.bat
SET DAILY=%YR%%MT%%DY%
%PAUSE%
:: To determine the extraction points, examine output from the TIME command at the DOS prompt
:: In the example below, skip 1 characters and use the next 1 for HOUR
:: In the example below, skip 3 characters and use the next 2 for MINUTES
:: In the example below, skip 6 characters and use the next 2 for SECONDS
@echo. |time
@set hr1=%time:~0,1%
if "%hr1%"==" " set hr1=0
@set hr2=%time:~1,1%
set hr=%hr1%%hr2%
@set mn=%time:~3,2%
@set se=%time:~6,2%
@set fr=%time:~9,2%
@echo "%hr%" "%mn%" "%se%" "%fr%"
@echo DT is set "%yr%%mt%%dy%"   "%hr%%mn%%se%%fr%"
::
Make the daily blotter folder as drive "B"lotter
echo 

MD T:\Blotter\%yr%%mt%%dy%
MD T:\Blotter\%yr%%mt%%dy%
%pause%
subst B: T:\Blotter\%yr%%mt%%dy%
echo made the daily folder
%PAUSE%
::
Set the switch FIRSTBOOT
Set FirstBoot=Y
if exist T:\Blotter\%yr%%mt%%dy% Set FirstBoot=N
echo Firstboot is set %firstboot%
%PAUSE%
if %FirstBoot%==N GoTo NotFirstBoot
echo Processing first boot
%PAUSE%
:FirstBoot
::
Make a quick-restore copy of the current working project template
:NotFirstBoot
echo not the first boot
%PAUSE%
:: Rotate the wallpaper, pleasing to the eye
call T:\batLap\LapWallP.BAT
echo wallpaper rotated
%PAUSE%
:: Mount the shortcut drives
echo Mount the shortcut drives
%pause%
::

call T:\BatLap\Fakes.bat
:: fake drive for AppData
::
subst A: /D
subst A: "C:\Users\Chris074\AppData\Roaming\Greaves"
:: fake drive for STAIN
::
call NetUse S Greaves\Products\User\Stain
:: fake drive for tUring
::
call NetUse U Greaves\Products\DEVEL\Turing
:: fake drive for bonaVista, liVing in
::
call netuse V Pers\Places\LivingInBonavista
:: fake drive for Web
::
call netuse w Greaves\Admin\Domains
%pause%
net use I: \\AT\T\Greaves\Products\User\Indxr /PERSISTENT:YES
net use S: \\AT\T\Greaves\Products\User\Stain /PERSISTENT:YES
net use U: \\AT\T\Greaves\Products\DEVEL\Turing /PERSISTENT:YES
net use V: \\AT\T\Pers\Places\LivingInBonavista /PERSISTENT:YES
net use W: \\AT\T\Greaves\Admin\Domains /PERSISTENT:YES
%pause%
echo Fakes set
pause
%PAUSE%
:: Show the Calendar on the first boot, but after the drives have been FAKEd
echo Firstboot is set %firstboot%
%PAUSE%
if %FirstBoot%==Y "C:\Program Files (x86)\Microsoft Office\OFFICE11\winword.EXE" T:\Blotter\Calendar.doc
:ended
echo END OF %0
%pause
%PAUSE%

Auto20210214.bat

:: Auto20210214.bat
set pause=pause
echo START OF %0
%pause
::
Mount the encrypted drive
if not exist T: "C:\Program Files\VeraCrypt\VeraCrypt.exe" /q /l T /v \Device\Harddisk1\Partition4
%pause%
:: Grant Permissions to the share "T"  https://eileenslounge.com/viewtopic.php?p=280748&sid=bb31f06354b6050842d267f1b98c7826#p280748
NET SHARE T=T: /GRANT:Everyone,FULL
%pause%
timeout /T 5
%pause%
::CALL T:\BatLap\SetDate.bat
@echo. |date
@set yr=%date:~6,4%
@set mt=%date:~0,2%
@set dy=%date:~3,2%
@echo "%yr%" "%mt%" "%dy%"
@echo "%yr%%mt%%dy%"
SET DAILY=%YR%%MT%%DY%
%pause%
@echo DT is set "%yr%%mt%%dy%"   "%hr%%mn%%se%%fr%"
::
Make the daily blotter folder as drive "B"lotter
echo 

MD T:\Blotter\%yr%%mt%%dy%
MD T:\Blotter\%yr%%mt%%dy%
%pause%
subst B: T:\Blotter\%yr%%mt%%dy%
echo made the daily folder
%PAUSE%
::
Set the switch FIRSTBOOT
Set FirstBoot=Y
echo Firstboot is set %firstboot%
%PAUSE%
:: Rotate the wallpaper, pleasing to the eye
call T:\batLap\LapWallP.BAT
echo wallpaper rotated
%PAUSE%
:: Mount the shortcut drives
echo Mount the shortcut drives
%pause%
subst A: "C:\Users\Chris074\AppData\Roaming\Greaves"
%pause%
net use I: \\AT\T\Greaves\Products\User\Indxr /PERSISTENT:YES
net use S: \\AT\T\Greaves\Products\User\Stain /PERSISTENT:YES
net use U: \\AT\T\Greaves\Products\DEVEL\Turing /PERSISTENT:YES
net use V: \\AT\T\Pers\Places\LivingInBonavista /PERSISTENT:YES
net use W: \\AT\T\Greaves\Admin\Domains /PERSISTENT:YES
%pause%
if %FirstBoot%==Y "C:\Program Files (x86)\Microsoft Office\OFFICE11\winword.EXE" T:\Blotter\Calendar.doc
:ended
echo END OF %0
%pause

I store the batch file Auto20210214.bat in the folder c:\Greaves, from which I will execute it manually on the next boot.
Monday, February 15, 2021

More thoughts: There is a possibility that my system is corrupted. If all else fails I should rebuild the machine from a formatted/wiped C: partition and get the network thing working before making any non-essential changes. That would mean stripping my AutoExec.bat to an approved scheme and living with no shortcuts for a few days. Too this might resolve my MSOffice "Running Virus Scan" issue.
In the meantime a stripped-down boot sequence should be published for comment.
Tuesday, February 16, 2021

:: Auto20210216.bat
::
Mount the encrypted drive
if not exist T: "C:\Program Files\VeraCrypt\VeraCrypt.exe" /q /l T /v \Device\Harddisk1\Partition4
:: 
Grant Permissions to the share "T"  https://eileenslounge.com/viewtopic.php?p=280748&sid=bb31f06354b6050842d267f1b98c7826#p280748
NET SHARE T=T: /GRANT:Everyone,FULL
:: 
Map a folder to a drive
if not exist S:\NUL net use S: \\AT\T\Greaves\Products\User\Stain /PERSISTENT:YES
%pause%
:: End of Auto20210216.bat
My stripped down batch file. I paste commands one by one to a CMD.EXE prompt line and tap <Enter>

My use is "Chris074" and has administrator privileges. My UAC is set to the lowesdt level of four levels. I believe that these settings equip me to do anything at all. There is a possibility that my Win10 system is corrupt, and I am prepared to reload from the factory reset.

if not exist T: "C:\Program Files\VeraCrypt\VeraCrypt.exe" /q /l T /v \Device\Harddisk1\Partition4

I execute the first command, key in the veracrypt password, then load File Explorer. Drive T: is visible. I navigate to and open this MSWord document, edit, save and close it, then exit MSWord.
NET SHARE T=T: /GRANT:Everyone,FULL

I assign a label "T" to my drive T: share it, and grant full access. ("T was shared successfully.")

I reload Explorer, right click on my drive T:, navigate to Advanced Sharing and see that Everyone has full access to the shared item "T". So far so good.

if not exist S:\NUL net use S: \\AT\T\Greaves\Products\User\Stain /PERSISTENT:YES
I execute the third command line with no apparent errors.

I reload Explorer. There is no sign of a srive S: under "This PC".

From the command prompt I execute "DIR S:" and the appropriate files are displayed, so the "net use" appears to have been applied.

From "This PC" I enter "Map Network Drive" and assign the drive S: to the path \\At\t\Greaves\Products\USER\Stain with "reconnect at login" checked ON.
Without reloading Explorer I see that I now have visible "Stain (\\At\t\Greaves\Products\USER)" and the appropriate files are displayed.

I am now at the stage I want to be at, but I do NOT want to perform this last step manually. I want to achieve that visible foolder "S:" automatically through my boot sequence. In particular, since my project assignments change weeky, I want to assign drive lketters to project foilders by modifying a batch file.

:: Auto20210216.bat
::
Mount the encrypted drive
if not exist T: "C:\Program Files\VeraCrypt\VeraCrypt.exe" /q /l T /v \Device\Harddisk1\Partition4
:: 
Grant Permissions to the share "T"  https://eileenslounge.com/viewtopic.php?p=280748&sid=bb31f06354b6050842d267f1b98c7826#p280748
NET SHARE T=T: /GRANT:Everyone,FULL
timeout /T 5
:: 
Map a folder to a drive
if not exist S:\NUL NET USE S: \\AT\T\Greaves\Products\User\Stain /PERSISTENT:YES
%pause%
:: 
Grant Permissions to the share "T"  https://eileenslounge.com/viewtopic.php?p=280748&sid=bb31f06354b6050842d267f1b98c7826#p280748
NET SHARE T=T: /GRANT:Everyone,FULL
timeout /T 5
:: End of Auto20210216.bat

I execute the NET USE command from the prompt and am told thet T does not exist, so I re-execute the Net Share T from the command prompt and surprisingly "S:" is now available in Explorer.

I modify the batch file to include a trailing Net Share T and a couple of timeouts.

Around 10:00 I rteboot and run the batc h file. S: is not available. An hour later on my return from shopping I find that S is now available. Next time I reboot I will read a book and check my Explorer in five-minute intervals to see when the mapping takes effect.
Thursday, February 18, 2021

This is ridiculous!
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(1) Above is an image of my goal: My Veracrypt encrypted partition is unlocked and mapped to drive T:
(2) Drive T: is available to me as an unlocked Veracrypt partition on my only hard drive.

(3) Drives A:, S:, U:, V: and W: are available to me (green connection) and are mapped to folders that hold my current projects.
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(4) I am the sole user of this private laptop. My User Name is "Chris074" and I have Administrator privileges.
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(5) I have set protection to a minimum on my assumed principle that with defenses down, a batch file should run more easily thsan with defenses in place.

(6) My boot sequence is held in the latest in a series of batch files, currently named "Auto20210219.bat"

:: Auto20210219.bat
set pause=pause
%pause%

prompt $t
::
Mount the encrypted drive
if not exist T: "C:\Program Files\VeraCrypt\VeraCrypt.exe" /q /l T /v \Device\Harddisk1\Partition4

%pause%

:: 
Grant Permissions to the share "T"  https://eileenslounge.com/viewtopic.php?p=280748&sid=bb31f06354b6050842d267f1b98c7826#p280748
NET SHARE T=T: /GRANT:Everyone,FULL
%pause%

timeout /T 5

:: 
Map a folder to a drive
%pause%
if not exist A:\NUL net use A: \\AT\C$\Users\Chris074\AppData\Roaming\Greaves /PERSISTENT:YES
if not exist S:\NUL net use S: \\AT\T\Greaves\Products\User\Stain /PERSISTENT:YES
if not exist U:\NUL net use U: \\AT\T\Greaves\Products\DEVEL\Turing /PERSISTENT:YES
if not exist V:\NUL net use V: \\AT\T\Pers\Places\LivingInBonavista /PERSISTENT:YES
if not exist W:\NUL net use W: \\AT\T\Greaves\Admin\Domains /PERSISTENT:YES
%pause%

:: End of Auto20210219.bat

(7) The "cmd.exe – Shortcut" pinned to my taskbar has Administrator privileges.
(8) I reboot and drive C: is available. I execute the three lines for Veracrypt, Net Share, and Net Use and note that they execute well. I load a fresh copy of File Explorer and see that I have achieved my goal.

(9) I place the batch file "Auto20210219.bat" on the desktop and reboot.

(10) I run the batch file, NOT the shortcut link, by executing it from the desktop. I do not choose "Run as Administrator" because, I reason, I am Chris074 with administrator privileges.
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(11) The run fails with the by now traditional "System Error 5".
(12) I kill that cmd.exe window and execute the shortcut link to the batch file; that job rubs successfully, but I back away because I have an intermediate step to do first.
(13) I reboot and run the batch file again, but this time by right-clicking and choosing "Run as Administrator". The job runs successfully.
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(14) I reboot and run the batch file again, but this time from the shortcut link. I have previously used Properties, Advanced and checked ON "Run as administrator" The job rubs successfully.

(15) At this point I remain confident in the content of my batch file. It seems to be critical that the batch file be run as Administrator. This puzzles me because I am logged in/signed on as "Chris074" who has Administrator privileges.

(16) I make a copy of that shortcut link and place it in the folder "C:\Users\Chris074\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup"
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(17) Before proceding I confirm that the copy of the shortcut link within my Startup folder is set to Run as administrator.
(18) I reboot.

(19) The shortcut link does NOT execute. I browse to the Startup folder and execute the shortcut link manually and the batch files runs successfully.
(20) At this point it seems that a shorcut link with administrator privilges can not be run from the Startup folder..

(21) To test this theory I create a simpler batch file and place it in the Startup Folder
echo %0
pause
Above is shown the content of "Simple.bat"

(22) I reboot.
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(23) Marvellous! The little Simple.bat executes wonderfully.
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(24) I place a copy of my batch file, the file, not the shortcut link, in my Startup folder. My theory is that since the Simple.bat executed at Startup, so should the Auto20210219.bat file. There should appear TWO cmd.exe windows when I reboot.
(25) I reboot.
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(26) Two cmd windows appear, one in the foreground for Simple.bat, one in the background for Auto20210219.bat. I complete the execution of Simple.bat and its window disappears.
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 From Simple.bat?
(27) I scratch my head.
(28) Simple.bat executes. What if I run or call Auto20210219.bat from Simple.bat? I delete my copy of Auto20210219.bat from the Startup folder and append it to Simple.bat:-
echo %0
pause
C:\Users\Chris074\Desktop\Auto20210219.bat
pause

(29) The run fails with the by now traditional "System Error 5".

(30) Next boot I open the T: drive with veracrypt, then wait a minute before tapping past the %pause%, but still the Net Share T fails with "System Error 5"
(31) the page https://www.windows-commandline.com/system-error-5-has-occurred/ suggests "It has no password, you only type net user Administrator /active:yes and its done"
(32) I impose a five-second delay after the mounting, but I believe I had exercised a longer delay with the %pause% on previous essays.
::
Mount the encrypted drive
if not exist T: "C:\Program Files\VeraCrypt\VeraCrypt.exe" /q /l T /v \Device\Harddisk1\Partition4
timeout /T 5
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(33) With a five-second delay between the unlocking of the Veracrypt partition and the Net Share, the Net Share T fails with "System Error 5"

(34) From https://www.wikihow.com/Log-in-As-an-Administrator-in-Windows-10 I see a command line "net user administrator /active:yes". It excutes from my command prompt, so I prepend it to my boot batch file. This generates the usual "System Error 5" presumably because when I reboot I am still Chris074 with administratpor privileges.
Sunday, February 21, 2021

(35) https://www.itechtics.com/enable-administrator-account-windows-10/ says in part “The super-administrator account is disabled by default in Windows 10 for security reasons. The difference between a built-in administrator account and the one you are using is that the built-in admin account does not get UAC prompts for running applications in administrative mode.” My need is more than UAC prompts, for I have disabled UAC prompts. Let’s try settin me up as someone called “Administrator”
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(36) I follow the in structions and find that the checkbox is already set OFF.
Next I issue the command Run the following command to activate administrator user:
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Finally (not really!) I Log Off and sign in as “Administrator”, Takers about four minutes to set up itself, and here I am. Without a boot sequence.
I deke around and locate my boot sequence in Users\Chris074, slide a copy into Users\Administrator, and Restart.

(37) The boot sequence works perfectly when I am User=Administrator.
I could live with this, but I have a slew of customizations ahead of me (show extents on files, set up a new user in FileZilla(FTP), Customize the Administrator’s settings fr Office2003. 

If the problem was merely that the user Chris074 was corrupt, a factory reset would be no less painful.

On the other hand, I am a sole user and my data is encrypted, so why not bite the bullet and be The Administrator?
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